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Glossary

	MNO
	Mobile Network Operator

	SFTP
	Secure FTP

	FTP
	File Transfer Protocol

	SSH
	Secure Shell

	TCP
	Transmission Control Protocol

	DNS
	Domain Name System

	MNP
	Mobile Number Portability

	IP
	Internet Protocol

	URI
	Uniform Resource Identifier

	OS
	Operating Systems


1. Foreword

This code of practice provides existing and new UK Mobile Network Operators (MNO) the technical information necessary to implement a scalable system that allows an effective and secure method of transferring subscriber port information files between Mobile Operators based on the use of Secure File Transfer Protocol/SSH over the Internet.

2. Scope

This draft Code of Practice recommends those factors and technical limits that should be considered for the design, development and deployment of an effective and secure method of transferring subscriber port information files between Mobile Operators based on the use of Secure File Transfer Protocol/SSH over the Internet in order to provide a high probability of satisfactory communications.

3. Secure Shell Overview

SSH is a protocol for secure remote login and other secure network services over an insecure network (though it is also a protocol used over secure networks).  SSH (secure shell) transport provides a single, full-duplex, byte-oriented connection between client and server, with privacy, integrity, server authentication, and man-in-the-middle protection. It consists of three major components:

· The Transport Layer Protocol [SSH-TRANS] provides server authentication, confidentiality, and integrity.  It may optionally also provide compression.  The transport layer will typically be run over a TCP/IP connection, but might also be used on top of any other reliable data stream.

· The User Authentication Protocol [SSH-USERAUTH] authenticates the client-side user to the server.  It runs over the transport layer protocol. Authentication identifies the client to the server.

· The Connection Protocol [SSH-CONNECT] multiplexes the encrypted tunnel into several logical channels.  It runs over the user authentication protocol. Connection provides richer, application-support services over the transport pipe, such as channel multiplexing, flow control, remote program execution, signal propagation and connection forwarding.

· The client sends a service request once a secure transport layer connection has been established.  A second service request is sent after user authentication is complete.  This allows new protocols to be defined and coexist with the protocols listed above. The connection protocol provides channels that can be used for a wide range of purposes.  Standard methods are provided for setting up secure interactive shell sessions and for forwarding (tunneling) arbitrary TCP/IP ports and X11 connections.

4. Secure File Transfer Protocol Overview

SFTP is a program that uses SSH to transfer files. Unlike standard FTP, it encrypts both commands and data, preventing passwords and sensitive information from being transmitted in the clear text over the network. It is functionally similar to FTP *see below, but because it uses a different protocol, you can't use a standard FTP client to talk to an SFTP server, nor can you connect to an FTP server with a client that supports only SFTP. 

*N.B. FTP uses two standard TCP ports unlike SSH tunnel.  User connection and commands are on TCP port 21 and for data transfer, TCP port 20 is opened.

FTP server's port 21 from anywhere (Client initiates connection).

FTP server's port 21 to ports > 1023 (Server responds to client's control port).

FTP server's port 20 to ports > 1023 (Server initiates data connection to client's data port).

FTP server's port 20 from ports > 1023 (Client sends ACKs to server's data port).

5. Implementation

5.1. DNS

Each MNO that participates in UK Mobile Number Porting shall assign one canonical publicly resolvable DNS name/URI to the project. The URI shall have forward and reverse DNS and PTR records. (A PTR record or pointer record maps an IPv4 address to the canonical name for that host.) Each operator shall inform all participating MNO of selected URI’s and ensure that any proposed changes are communicated at least 10 working days in advance. The MNP Production manager shall maintain a log of each MNO’s URI address details.

5.2. Availability

Each MNO that requires to participate in UK Mobile Number Porting shall assign sufficient server hardware and IP bandwidth to ensure that their peak inter-operator transactions shall achieve a 99.9% annual uptime.

5.3. Operating System & OpenSSH

Choice of Server operating system (OS) is at the discretion of each MNO, however the OS must be capable of supporting OpenSSH V 4.6.

5.4. Non Essential Services

All non essential services must be de-installed.  

5.5. Root Passwords

Root passwords shall not be shared.

5.6. Remote Root Login

Remote login as root shall be disabled. 

5.7. User Identities

One user identity per MNO shall be created on both servers.

5.8. User Home Directories

User’s home directory shall be created per operator to match above step.

5.9. Login Chroot Jail

Login access should be restricted to the use of SCP or SFTP within a chroot jail.
5.10. Tool Chains

Mandated tool key chains are Open-SSH and Putty for SSH key generation

5.11. SSH Keys

Generated security keys shall be RSA version 2 type keys of size 1024 bits. 

5.12. SSH Key Use

The generated SSH keys shall be dedicated for MNP use.

5.13. SSH Port Number

MNP SSH shall only use the port 1313 for SFTP.

5.14. SSH Key Exchange

SSH certificates with pass-phrases shall be used, MNO public keys distributed between operators in person by means of CD’s

File transfer shall occur with the use of WinSCP and OpenSSH sftp/scp as per existing MNP file transfer procedures and file/naming structures

5.15. Security 

5.15.1 Firewall & Routers

MNO internet access routers/firewalls shall be set to only allow SSH traffic from known remote operator IP subnets.  Only communication on agreed SSH port’s from agreed IP’s shall pass.

5.15.2 IP Filtering

MNO’s are recommended in addition to 6.15.1 above where applicable to also use server IP filtering to only allow communications from agreed public IP’s for only the SSH agreed port.

5.15.3 Login

Login shall only be via SSH with certificates and pass-phrases On login each operator will only have access to their designated home directory to transfer required files.

6. Further Information

Further information is available at

· http://www.ssh.com/products/ssh_secure_shell/ 

· http://winscp.net/eng/index.php
MNP SFTP Connection Information

	Instructions

	Operator Information
	This section must be completed with the name of the operator from whom this form originates.

	Contact Information
	This section must be completed with contact details for operator staff responsible for configuration of the MNP SFTP connections.

	SFTP Server Information
	This section must be completed with the details of the MNP SFTP server for the operator named in the section Operator Information.

A single server hostname and IP address must be provided.

	SFTP Client Information
	This section must be completed with the details of all MNP SFTP clients belonging to the operator named in the section Operator Information.

Multiple client hostnames and IP addresses may be provided by adding lines to the table as required.


	Operator Information

	Operator Name
	


	Contact Information

	Primary Contact
	Name
	

	
	Job Title
	

	
	Telephone No.
	

	
	E-mail Address
	

	Technical Contact
	Name
	

	
	Job Title
	

	
	Telephone No.
	

	
	E-mail Address
	


	SFTP Server Information

	Server Hostname
	Server IP Address
	Server Port Number

	
	
	tcp/1313


	SFTP Client Information

	Client Hostname
	Client IP Address
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